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GRAVITI ENERGY RISK ASSESSMENT & MANAGEMENT PROCESS 

 

1. Purpose 

This Risk Assessment & Management Process establishes GRAVITI ENERGY’s approach to 
identifying, evaluating, and mitigating risks that may threaten the Company’s information 
security, business continuity, and operational resilience. The process ensures that all risks are 
regularly reviewed and managed to minimize threats to customers, employees, partners, and 
critical business operations. 

By implementing a structured risk management approach, GRAVITI ENERGY aims to: 

• Identify and assess risks before they impact business functions. 
• Reduce the likelihood and impact of security threats, data breaches, and system failures. 
• Ensure compliance with applicable regulations and business requirements. 
• Protect the confidentiality, integrity, and availability of Company assets, including data, IT systems, and 

infrastructure. 

 

2. Scope 

This Risk Assessment & Management Process applies to: 

• All IT systems, networks, applications, and databases managed by GRAVITI ENERGY. 
• All employees, contractors, and third-party vendors with access to Company assets. 
• All customer and business-sensitive data processed by GRAVITI ENERGY. 
• All business operations, including charging stations, software platforms, and cloud infrastructure. 

 

3. Risk Assessment & Management Process 

Step 1: Risk Identification 

GRAVITI ENERGY proactively identifies potential risks that may impact the confidentiality, 
integrity, and availability of Company assets. Risks are categorized into the following areas: 

A. Security Risks 

• Unauthorized access to systems (hacking, phishing, insider threats) 
• Malware, ransomware, or distributed denial-of-service (DDoS) attacks 
• Weak authentication controls or misconfigured access permissions 

B. Operational Risks 

• System downtime and failure of EV charging infrastructure 
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• Service disruptions affecting cloud platforms and remote applications 
• Supply chain vulnerabilities impacting equipment procurement 

C. Compliance Risks 

• Non-compliance with applicable data protection and privacy laws 
• Failure to meet contractual obligations regarding security and risk management 

D. Environmental & Physical Risks 

• Power outages affecting business continuity 
• Natural disasters or physical damage to critical IT infrastructure 
• Unauthorized physical access to restricted facilities 

Step 2: Risk Assessment & Evaluation 

Each identified risk is evaluated based on: 
✅ Likelihood (Probability of Occurrence) 
✅ Impact (Potential Damage or Disruption) 
✅ Risk Rating (Severity Score) 

A standardized Risk Assessment Matrix is used: 

Likelihood Impact Risk Level 
High Probability + High Impact Critical (Immediate Action Required)  

High Probability + Medium Impact High (Mitigation Plan Needed)  

Medium Probability + Medium Impact Moderate (Routine Monitoring)  

Low Probability + Low Impact Low (Acceptable Risk)  

Step 3: Risk Mitigation & Controls 

Mitigation strategies are applied based on the risk rating: 

Risk Level Mitigation Approach 
Critical Risks Immediate corrective actions, enhanced security monitoring, access restrictions 

High Risks Implementation of risk mitigation plans, security awareness training, strong authentication 
controls 

Moderate 
Risks Regular system updates, periodic risk reviews, operational safeguards 

Low Risks Continuous monitoring, acceptance of risk if within acceptable thresholds 

Step 4: Risk Monitoring & Continuous Improvement 

• 24/7 System Monitoring: Real-time tracking of IT systems, networks, and endpoint security controls. 
• Quarterly Risk Reviews: A structured assessment every three months to re-evaluate existing risks. 
• Annual Security Audits: Internal and external reviews to verify effectiveness of controls. 
• Scenario Testing: Simulated incidents to evaluate response effectiveness. 
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Step 5: Risk Reporting & Documentation 

• All identified risks are documented in a Risk Register, tracking: 
o Risk description 
o Assigned severity level (Critical, High, Moderate, Low) 
o Mitigation strategies applied 
o Designated risk owner 
o Current resolution status 

• Regular risk reports are submitted to the Data Protection Officer (DPO) and executive management. 

 

4. Responsibilities & Governance 

Data Protection Officer (DPO): 
🔹 Oversees the risk assessment process and ensures implementation of security controls. 

IT Security Team: 
🔹 Conducts system monitoring, risk assessments, and vulnerability remediation. 

Operations Management: 
🔹 Evaluates operational risks and ensures mitigation plans are followed. 

All Employees & Contractors: 
🔹 Must adhere to security protocols, report risks, and participate in training programs. 

Third-Party Vendors: 
🔹 Must comply with GRAVITI ENERGY’s Vendor Security Risk Management Policy before 
accessing systems or data. 

 

5. Incident Response & Risk Escalation 

If a high or critical risk is detected: 
✅ Immediate response initiated by the Security Response Team. 
✅ Containment measures implemented to prevent business disruption. 
✅ Notifications issued to relevant stakeholders. 
✅ Corrective actions deployed within 24-48 hours to restore operations. 

 

6. Review & Continuous Improvement 

This Risk Assessment & Management Process is: 
🔹 Reviewed annually to ensure effectiveness. 
🔹 Updated based on evolving threats and business needs. 
🔹 Aligned with regulatory requirements and security best practices. 
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7. Policy Acknowledgment & Compliance 

All GRAVITI ENERGY employees, contractors, and third-party vendors must: 

• Acknowledge and comply with this Risk Assessment & Management Process. 
• Report security concerns immediately to the designated security team. 
• Complete mandatory security training as part of continuous awareness efforts. 

This process is enforced across all business operations and is subject to executive oversight. 

By implementing this Risk Assessment & Management Process, GRAVITI ENERGY ensures 
a proactive approach to security, compliance, and resilience—protecting its customers, 
employees, and infrastructure from emerging threats, business disruptions, and regulatory 
non-compliance. 

 

 


