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INFORMATION SECURITY AND PRIVACY PROGRAM 

Company Overview: 

Name: GRAVITI ENERGY 

Address: 13255 Stafford Rd, Ste400, Missouri City, TX, USA 

Website: www.gravitienergy.com 

Overview: 
GRAVITI ENERGY is a pure play Charging Point Operator providing comprehensive EV charging 
services, including engineering design, procurement, installation, operation, maintenance, and 
support across the nation. In addition, GRAVITI ENERGY operates its proprietary Charging 
Management Software (CSMS) used by EV drivers. Recognizing the critical importance of 
information security and data privacy, this document outlines an integrated program designed 
to safeguard GRAVITI ENERGY’s information assets and assure customers that their data is 
protected while in our custody. 

 

1. Program Objectives 

1.1 Risk Management 

• Threat and Vulnerability Identification: 
Conduct proactive assessments to identify potential cyber threats, vulnerabilities in 
systems, and risks to both physical and digital assets. 

• Risk Prioritization: 
Use a standardized risk matrix that evaluates both the likelihood of occurrence and the 
potential impact of each risk. 

• Mitigation Strategies: 
Develop and deploy layered security measures to mitigate risks and maintain resilience 
against cyber-attacks, system failures, and unauthorized access. 

1.2 Customer Assurance 

• Transparency: 
Clearly communicate our security and privacy practices to customers and stakeholders 
through regular updates, security bulletins, and privacy statements on our website. 

• Certifications and Audits: 
Pursue relevant industry certifications (e.g., ISO/IEC 27001) and conduct regular third-party 
audits to validate our security posture. 
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1.3 Regulatory Compliance 

• Legal Adherence: 
Ensure that all practices comply with applicable laws and regulations (e.g., GDPR, CCPA, 
HIPAA where applicable) and industry best practices. 

• Documentation: 
Maintain comprehensive records of compliance activities, risk assessments, audits, and 
incident response actions. 

1.4 Operational Resilience 

• Business Continuity Planning: 
Develop and regularly update business continuity and disaster recovery plans to ensure 
rapid recovery from any security incidents or system disruptions. 

• Incident Response: 
Establish a clear incident response framework to minimize downtime and data loss in the 
event of a security breach. 

 

2. Program Governance and Structure 

2.1 Governance Framework 

• Executive Oversight: 
The executive management team holds overall responsibility for the Information Security 
and Privacy Program. This team reviews program performance, resource allocation, and 
strategic improvements. 

• Steering Committee: 
A dedicated Information Security Steering Committee, chaired by the Chief Information 
Security Officer (CISO), meets quarterly to review policy updates, risk assessments, and 
emerging threats. 

• Program Charter: 
A formal program charter defines the scope, objectives, roles, responsibilities, and 
accountability mechanisms for the Information Security and Privacy Program. 

2.2 Roles and Responsibilities 

• Data Protection Officer (DPO): 
o Develops and implements security policies and procedures. 
o Oversees risk management, compliance, and security awareness initiatives. 
o Reports to the executive management team regarding security posture and 

incidents. 
o Manages data privacy policies and ensures compliance with data protection laws. 
o Acts as the primary contact for regulatory authorities and data subjects concerning 

privacy matters. 
o Collaborates with the CISO to integrate privacy into all IT systems and processes. 
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• IT and Security Teams: 
o Execute daily monitoring, risk assessments, and incident response measures. 
o Implement and maintain technical controls, such as firewalls, encryption, and 

access management systems. 
o Conduct regular vulnerability scans, penetration tests, and security audits. 

• Internal Audit: 
o Periodically reviews the security controls and practices of the program. 
o Provides recommendations for improvements and ensures corrective actions are 

implemented. 
• All Employees and Contractors: 

o Participate in mandatory security and privacy training sessions. 
o Adhere to all policies and report suspicious activities or potential security incidents 

immediately. 

 

3. Risk Management and Threat Identification 

3.1 Risk Assessment Process 

• Comprehensive Assessments: 
Utilize automated tools and manual reviews to conduct regular risk assessments across all 
IT systems, networks, and applications. 

• Threat Modeling: 
Create threat models for critical systems and applications, identifying potential attack 
vectors and vulnerabilities. 

• Impact Analysis: 
For each identified risk, evaluate the potential impact on operations, data integrity, and 
customer trust. 

• Risk Register: 
Maintain a dynamic risk register that documents identified risks, assessment results, and 
the status of mitigation actions. 

3.2 Continuous Monitoring 

• Real-Time Monitoring: 
Deploy security information and event management (SIEM) systems to continuously 
monitor network traffic, system logs, and user activities. 

• Threat Intelligence Feeds: 
Integrate external threat intelligence feeds to stay informed about emerging cyber threats 
and vulnerabilities affecting similar industries. 

• Regular Audits: 
Schedule periodic internal and external audits to assess the effectiveness of security 
controls and verify compliance with established standards. 
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4. Key Components of the Security and Privacy Program 

4.1 Information Security Policy 

• Access Controls: 
o Role-Based Access: Grant system and data access based on job functions and 

responsibilities. 
o Periodic Reviews: Conduct quarterly access reviews to validate the appropriateness 

of user privileges. 
o Least Privilege Principle: Enforce the principle of least privilege across all systems. 

• Authentication Mechanisms: 
o Multi-Factor Authentication (MFA): Enforce MFA across all critical systems and 

remote access points. 
o Password Policies: Implement strong password policies requiring complexity, 

regular updates, and the avoidance of reused passwords. 
• Data Encryption: 

o Encryption In-Transit: Use Transport Layer Security (TLS) for data transmitted over 
networks. 

o Encryption At-Rest: Encrypt sensitive data stored on servers and databases using 
AES-256 or equivalent encryption methods. 

• Network Security: 
o Firewall Deployment: Use next-generation firewalls to monitor and control 

incoming and outgoing network traffic. 
o Intrusion Detection/Prevention: Employ IDS/IPS systems to detect and prevent 

suspicious activities. 
o Endpoint Protection: Install and regularly update antivirus, anti-malware, and 

endpoint detection tools on all devices. 
• Security Awareness and Training: 

o Mandatory Training: Provide annual and role-specific training on cybersecurity best 
practices, phishing awareness, and social engineering risks. 

o Simulated Exercises: Conduct simulated phishing attacks and security drills to 
assess employee readiness and reinforce training. 

4.2 Data Protection and Privacy Policy 

• Data Collection and Minimization: 
o Purpose Limitation: Collect data only for specified, legitimate business purposes. 
o Consent Management: Implement systems to capture and manage customer 

consent for data collection and processing. 
• Data Usage and Sharing: 

o Usage Controls: Restrict data usage to pre-defined purposes and prohibit 
unauthorized data manipulation or sharing. 

o Third-Party Agreements: Ensure that contracts with third parties include clauses 
that mandate adherence to GRAVITI ENERGY’s data protection standards. 

• Data Storage and Retention: 
o Secure Storage: Utilize encrypted storage solutions and regularly audit data 

repositories for security compliance. 
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o Retention Policies: Define and enforce data retention schedules that comply with 
legal and regulatory requirements, and securely dispose of data when no longer 
needed. 

• Data Subject Rights: 
o Access and Correction: Provide processes for data subjects to access and correct 

their personal data. 
o Deletion Requests: Facilitate requests for data deletion, ensuring compliance with 

applicable legal standards. 

4.3 IT Incident Response Policy 

• Incident Reporting: 
o Clear Guidelines: Establish a dedicated incident reporting hotline and email 

address. 
o Employee Training: Train employees on recognizing and reporting security incidents 

without delay. 
• Incident Response Procedures: 

o Initial Triage: Define the steps for initial assessment, including categorization and 
severity determination. 

o Containment Strategies: Implement strategies for isolating affected systems to 
prevent the spread of an incident. 

o Eradication and Recovery: Define clear procedures for removing threats and 
restoring systems to normal operation. 

o Post-Incident Analysis: Document lessons learned and update policies and controls 
to prevent future occurrences. 

• Documentation and Communication: 
o Incident Logs: Maintain detailed logs of all incidents, actions taken, and outcomes. 
o Stakeholder Communication: Develop protocols for internal and external 

communication, including regulatory notifications when required. 

4.4 Software Development and Change Management Policy 

• Secure Development Practices: 
o SDLC Integration: Incorporate security at every stage of the Software Development 

Life Cycle (SDLC). 
o Code Reviews: Implement mandatory peer reviews and automated static code 

analysis to identify security issues early. 
o Vulnerability Testing: Conduct regular security testing, including penetration testing 

and dynamic application security testing (DAST). 
• Change Management: 

o Formal Process: All software changes must pass through a formal change control 
process with documented risk assessments and testing outcomes. 

o Change Advisory Board (CAB): A CAB reviews significant changes and ensures that 
they meet security, performance, and compliance standards. 

o Rollback Procedures: Establish procedures to revert changes swiftly in the event of 
system issues or security vulnerabilities. 

• Documentation: 
o Comprehensive Logs: Maintain detailed documentation of all development 

changes, including version control records, test results, and deployment logs. 
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o Knowledge Base: Develop a repository of technical documentation and best 
practices for continuous improvement and training. 

 

5. Program Implementation and Continuous Improvement 

5.1 Training and Awareness 

• Employee Training Programs: 
o Provide initial onboarding training on the Information Security and Privacy Program. 
o Schedule refresher courses, interactive workshops, and simulation exercises at 

least annually. 
• Awareness Campaigns: 

o Use internal communications (newsletters, intranet posts, posters) to reinforce key 
security and privacy practices. 

o Celebrate milestones and improvements to foster a culture of security mindfulness. 

5.2 Metrics and Reporting 

• Key Performance Indicators (KPIs): 
o Track incident response times, number of reported incidents, audit compliance 

rates, and user training participation. 
o Monitor system uptime and performance metrics to gauge the effectiveness of 

security measures. 
• Regular Reporting: 

o Prepare quarterly and annual reports for executive management outlining risk 
assessments, incident reports, and compliance audit results. 

o Use dashboards to provide real-time visibility into security operations and trends. 

5.3 Continuous Improvement 

• Feedback Mechanisms: 
o Solicit feedback from employees, customers, and stakeholders through surveys and 

forums. 
o Use this input to identify gaps and prioritize enhancements. 

• Post-Incident Reviews: 
o After every security incident, conduct a formal review to analyze what went wrong, 

what worked well, and how processes can be improved. 
o Update policies, procedures, and training materials based on lessons learned. 

• Technology Upgrades: 
o Regularly assess emerging technologies and cybersecurity tools to determine if they 

can further strengthen the security posture. 
o Schedule regular updates and patches to keep all systems secure. 
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6. Customer Assurance 

• Data Security and Integrity: 
o Employ state-of-the-art encryption, access controls, and continuous monitoring to 

safeguard customer data in the CSMS and other interfaces. 
• Transparent Communication: 

o Provide customers with clear information on how their data is protected, including 
privacy policies, terms of service, and periodic security reports. 

• Responsiveness: 
o Establish a dedicated customer support channel for privacy and security inquiries. 
o Provide timely responses to customer questions and concerns regarding data 

security. 

 

7. Enforcement and Compliance 

7.1 Policy Compliance 

• Mandatory Adherence: 
All employees, contractors, and third parties must comply with this Information Security 
and Privacy Program and the accompanying policies. 

• Disciplinary Measures: 
Non-compliance or violations may result in disciplinary action, including revocation of 
system access, termination, or legal proceedings. 

7.2 Regulatory Compliance 

• Audit and Certification: 
Schedule regular internal and external audits to ensure ongoing compliance with industry 
standards and legal requirements. 

• Documentation: 
Maintain comprehensive records of all compliance efforts, risk assessments, training 
activities, and incident responses for review by regulatory bodies. 

7.3 Incident Consequences 

• Accountability: 
Failure to report or address security incidents in accordance with established procedures 
may expose the company to significant operational and legal risks. 

• Corrective Actions: 
In the event of a breach, immediate corrective actions will be taken, and a thorough 
investigation will be conducted to identify root causes and prevent future incidents. 
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8. Approval and Acknowledgement 

This Information Security and Privacy Program has been approved by the executive 
management team of GRAVITI ENERGY. All employees, contractors, and relevant third 
parties must sign an acknowledgement form indicating that they have read, understood, 
and agree to comply with the guidelines and procedures outlined in this program. 

 
 

Executive Management Representative 
Date: 03-Aug-2024 

 
 

Vidya Sagar


