GRAVITI

GRAVITI-POL-23400 Revl dated 01 Jan 2023

INCIDENT RESPONSE PLAN (IRP)

1. Purpose

The Incident Response Plan (IRP) establishes a structured approach for detecting,
reporting, investigating, and resolving security incidents that may impact GRAVITI
ENERGY’s systems, data, infrastructure, and business operations.

This plan is designed to:

Ensure timely detection and response to security incidents.
Minimize damage and business disruption from security threats.
Contain, eradicate, and recover from security breaches efficiently.
Ensure compliance with legal and regulatory obligations.

Improve security resilience through post-incident analysis.

2. Scope

This IRP applies to:

e All IT systems, networks, and applications managed by GRAVITI ENERGY.
e All employees, contractors, and third-party vendors who have access to GRAVITI ENERGY’s
infrastructure.
o All types of security incidents, including:
@ Unauthorized system access or data breaches.
@ Malware, ransomware, or phishing attacks.
@ Service disruptions (DDoS attacks, power outages).
@ Insider threats or misuse of access privileges.

3. Incident Response Team (IRT)

3.1 Roles & Responsibilities

GRAVITI ENERGY has established a Security Incident Response Team (SIRT) responsible for
handling security incidents.
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Coordinator (IRC) reports to executive leadership.

IT Security Team

Data Protection Officer

(DPO)

Legal & Compliance Team

Communications Team

Responsibilities

Oversees the incident response process, ensures compliance, and

Detects and analyzes threats, contains and eradicates security

regulators and affected parties.

incidents, and recovers affected systems.

Ensures compliance with privacy laws, manages communication with

Assesses legal obligations and regulatory requirements in case of a

data breach.

notifications.

3.2 Incident Reporting Contacts

@ Data Protection Officer (DPO): support@gravitienergy.com
@ Emergency Response Hotline: 949-945-2000

4. Incident Classification & Severity Levels

Manages internal and external communication, including customer

All security incidents are classified based on their severity level to determine the
appropriate response.

Severity Definition Response Time
Level
Critical (P1) Sev.ere t.)reaci? affecting critical systems, data leaks, or Immediate action (0-1
major disruptions. hour)
hori | infecti -
High (P2) Unauthorized acclzt::‘s_s, malware infections, or significant Response within 4 hours
system vulnerabilities.
Medium Unusual system activity, failed login attempts, or minor Response within 24
(P3) security issues. hours
Non-urgent security concerns, policy violations, or Response within 3
Low (P4) . ) . .
misconfigurations. business days
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5. Incident Response Phases
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Step 1: Incident ldentification & Detection

L 4 Monitoring Tools: Continuous monitoring using intrusion detection systems (IDS),
security logs, and threat intelligence feeds.

@ User Reporting: Employees must report suspected incidents to the Security Incident
Response Team (SIRT)immediately.

@ Indicators of a Security Incident:

Unusual system behavior (slow performance, unapproved file changes).
Unauthorized access attempts (multiple failed logins).

Phishing emails or social engineering attacks.

Unexplained data modifications or deletions.

Step 2: Containment & Mitigation

Once an incident is confirmed, containment measures are applied based on its severity.

For Critical (P1) and High (P2) Incidents:

@ Immediate containment actions:

@ Isolate infected systems from the network.

@ Block compromised user accounts and reset credentials.

@ Disable affected applications or services to prevent further damage.

For Medium (P3) and Low (P4) Incidents:
@ Restrict user access until further investigation.
@ Apply temporary patches to prevent further exposure.

Step 3: Investigation & Analysis

The IT Security Team performs an in-depth forensic analysis to determine:

Attack vector: How the incident occurred (e.g., phishing, malware, misconfiguration).
Scope of impact: What data, systems, or users were affected.

Tactics used by attackers: Any patterns or unusual behavior.

Compliance obligations: Whether regulatory reporting is required.

s\ findings are documented in the Incident Report Log for future reference.
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Step 4: Eradication & Recovery

Eradication Steps:

€ Remove malware, unauthorized accounts, or compromised files.
* Apply security patches or configuration updates.

¢ Verify that the attacker’s presence has been fully eliminated.

Recovery Steps:

@ Restore systems and data from clean backups.

® Conduct system integrity tests before returning to full operations.

® Monitor systems closely for at least 48 hours to detect any recurrence.

Step 5: Communication & Notification

Depending on the severity of the incident, GRAVITI ENERGY may notify:

Internal Teams: Executives, IT staff, affected employees.

Customers & Partners: If the incident affects personal or business data.
Regulatory Authorities: If legally required (e.g., data breach reporting laws).
Law Enforcement: In cases of criminal activity (e.g., hacking, fraud).

Step 6: Post-Incident Review & Lessons Learned

After resolving an incident, the Security Incident Response Team (SIRT) conducts a post-
mortem analysis:

¢ Identify root causes and prevent future incidents.

@ Assess incident response effectiveness (response time, containment efficiency).
¢ Update security policies based on lessons learned.

® Implement additional training for employees to enhance awareness.

A Final Incident Report is documented, including;:

¢ Summary of events and root cause

? Actions taken for containment and recovery

¢ Impact assessment (business and compliance implications)
? Recommendations for future risk reduction
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6. Preventive Measures & Continuous Improvement

GRAVITI ENERGY ensures that incident response capabilities evolve through:

Regular Security Awareness Training: Employees must complete phishing simulations
and cybersecurity awareness courses.

Quarterly Security Audits: IT teams conduct penetration testing and vulnerability
assessments.

Incident Response Drills: Simulated cyberattacks test the effectiveness of this plan.
Technology Upgrades: Continuous investment in security tools and monitoring solutions.

7. Roles & Responsibilities in Incident Response

@ Data Protection Officer (DPO): Ensures compliance with data breach notification laws.
T Security Team: Leads technical investigation, containment, and eradication of
threats.

@ Legal & Compliance: Manages legal reporting obligations and regulatory requirements.
® HR & Communications: Handles employee communication and external public relations
if necessary.

8. Policy Review & Updates

@ This Incident Response Plan is reviewed periodically to ensure alignment with evolving
security threats and regulatory changes.

@ Al employees must acknowledge and comply with this plan to support timely and
effective incident management.

By implementing this Incident Response Plan, GRAVITI ENERGY ensures:
Rapid detection and mitigation of security incidents.

Minimal business disruption and data protection compliance.

Stronger security resilience against future cyber threats.
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