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HUMAN RESOURCES SECURITY POLICY

1. Purpose

The Human Resources Security Policy ensures that all employees, contractors, and third-
party personnel comply with GRAVITI ENERGY’s security requirements throughout
their employment lifecycle—from hiring to termination. This policy establishes guidelines to
protect confidential business information, personal data, and IT assets from unauthorized
access, misuse, and security breaches.

This policy aims to:

Establish security roles and responsibilities for personnel.

Protect sensitive company and employee information from threats.
Ensure secure onboarding, access control, and offboarding procedures.
Reduce the risk of insider threats and unauthorized access.

2. Scope

This policy applies to:

¢ All employees, contractors, temporary staff, and third-party service providers with access to
GRAVITI ENERGY'’s IT systems, facilities, and data.

e All HR-related records and processes, including hiring, onboarding, role-based access, and
termination.

e All sensitive company information, including customer data, intellectual property, and
financial records.

3. Roles and Responsibilities

3.1 Human Resources Department (HR)

@ Implements background verification checks for new hires.

@ Ensures all employees sign confidentiality agreements before employment begins.
@ Provides security awareness training during onboarding and periodically thereafter.
@ Coordinates with IT and security teams for secure offboarding procedures.
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3.2 Data Protection Officer (DPO)
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@ Ensures HR security policies aligh with data protection regulations and business needs.
@ Oversees access controls for HR-related information and sensitive employee data.
@ Conducts periodic audits of HR processes to ensure compliance.

3.3 IT Security Team

@ Implements role-based access controls (RBAC) for employees based on job functions.
€ Manages account provisioning and deactivation for employees and third-party
contractors.

@ Monitors HR systems for unauthorized access or unusual activity.

3.4 Employees & Contractors

€ Must comply with all security policies and attend required training sessions.

@ Must report security risks (e.g., suspicious activity, insider threats) to HR or IT Security.
€ Must not share passwords, sensitive data, or confidential documents without
authorization.

4. Employee Security Procedures

4.1 Pre-Employment Screening & Background Checks

@ GRAVITI ENERGY conducts background verification checks for all potential hires,
including:

Identity verification

Criminal background check (where legally permissible)

Employment and reference verification

Education and certification validation

@ Contractors and third-party personnel must meet security vetting requirements before
gaining access to company resources.

4.2 Confidentiality and Non-Disclosure Agreements (NDAs)

@Al employees, contractors, and third-party personnel must sigh an NDA before
accessing sensitive company data.

Doc No: GRAVITI-POL-23100 CONFIDENTIAL Page2 of 5



GRAVITI
GRAVITI-POL-23100 Rev1 dated 01 Jan 2023

@ violations of confidentiality agreements may result in disciplinary action or legal
consequences.

B. Secure Access Control & Authorization

5.1 Role-Based Access Control (RBAC)

® Employees and contractors are granted only the minimum access necessary to perform
job duties.
@ Access is reviewed quarterly to ensure compliance with job role requirements.

5.2 Employee Identification & Authentication

@ Al employees must use multi-factor authentication (MFA) to access company systems.
@ Shared user accounts are strictly prohibited for security-sensitive applications.

6. Security Awareness & Training

6.1 Mandatory Security Training

@Al employees must complete security training during onboarding and annually
thereafter.

@ Topics include:

Data privacy best practices

Phishing and cyber threat awareness

Physical security measures

Incident reporting procedures

6.2 Insider Threat Prevention

@ Employees must immediately report suspicious behavior or security concerns to HR or IT
Security.

@ IT Security regularly monitors for unauthorized system access, unusual data transfers, or
policy violations.
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7. Employee Offboarding & Access Termination

7.1 Secure Exit Process

When an employee, contractor, or vendor leaves GRAVITI ENERGY, the following security
measures apply:

@ Account Deactivation: IT Security revokes system access immediately upon termination.
@ Return of Assets: Employees must return all company-owned devices, badges, and
records before departure.

@ Exit Interviews: HR conducts exit interviews to ensure compliance with confidentiality
agreements.

7.2 Data Retention & Employee Records
¢ Employee data is retained securely for a limited period after termination, as required by
law.

@ Former employees are prohibited from accessing company systems or data after their
employment ends.

8. Vendor & Third-Party Personnel Security

8.1 Third-Party Access Management

@ Vendors and contractors must sign a Third-Party Security Agreement before accessing
GRAVITI ENERGY systems.

@ Vendor access is restricted to necessary business functions and monitored by IT
Security.

8.2 Security Compliance Requirements for Vendors

@ All third parties handling GRAVITI ENERGY’s data must comply with security and privacy
standards.
@ Vendors undergo annual security assessments to ensure continued compliance.
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9. Enforcement & Disciplinary Actions

9.1 Policy Violations

@ Violations of this policy may result in:

Formal warnings and additional training

Restricted or revoked access to company systems
Employment termination for severe or repeated violations
Legal action for intentional misconduct or data breaches

9.2 Reporting Security Incidents

* Employees must report any security concerns (e.g., unauthorized access, data breaches)
to:

 HR Department

? IT Security Team

10. Policy Review & Updates

@ This policy is reviewed periodically by the Data Protection Officer (DPO) and updated as
needed.

@ Updates will be communicated to all employees and contractors to ensure ongoing
compliance.
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