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CHANGE MANAGEMENT POLICY 

1. Purpose 

The Change Management Process ensures that all modifications to GRAVITI 
ENERGY’s networks, IT systems, and business processes are reviewed, approved, tested, 
and implemented in a controlled and secure manner. This process minimizes risks 
associated with system changes, reduces operational disruptions, and ensures compliance 
with security and regulatory requirements. 

The objectives of this process are to: 
✅ Ensure proper planning, testing, and approval before implementing changes. 
✅ Minimize security risks, data loss, and service disruptions caused by system 
modifications. 
✅ Establish accountability for system changes through formal documentation and 
oversight. 
✅ Ensure compliance with relevant security policies and business continuity standards. 

 

2. Scope 

This Change Management Process applies to: 

• All IT systems, software applications, and cloud services managed by GRAVITI ENERGY. 
• All network configurations and security infrastructure (firewalls, VPNs, access controls). 
• All hardware and physical infrastructure supporting business operations. 
• Any business processes that affect data security, compliance, and system performance. 

All employees, contractors, and third-party vendors must adhere to this process when 
proposing, reviewing, or implementing changes to GRAVITI ENERGY’s systems or 
operations. 

 

3. Change Classification & Approval Requirements 

Changes are categorized based on their potential impact and risk level. Each category 
requires a different level of review and approval. 
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Change Type Definition Approval Required 

Standard 
Change 

Pre-approved, low-risk, routine changes that follow 
an established process. 

Auto-approved (No CAB 
required) 

Normal 
Change 

Non-emergency changes requiring testing, impact 
assessment, and formal approval. 

Change Advisory Board (CAB) 
Approval 

Emergency 
Change 

Unplanned, urgent changes necessary to resolve 
critical system failures or security incidents. 

Expedited Approval by IT 
Security & Management 

 

4. Change Management Process Flow 

Step 1: Change Request Submission 

🔹 Who Can Submit: Employees, IT staff, or vendors proposing a system change. 
🔹 Submission Method: Changes must be submitted using the Change Request Form 
(CRF) and logged in the Change Management System (CMS). 

📄 Required Information in a Change Request: 
✅ Description of the proposed change (what is being modified). 
✅ Justification for the change (why it is needed). 
✅ Impact assessment (who/what will be affected). 
✅ Testing plan (how functionality and security will be verified). 
✅ Roll-back plan (how to restore the system if the change fails). 
✅ Proposed implementation schedule. 

 

Step 2: Change Review & Impact Assessment 

The Change Advisory Board (CAB) assesses the risks, impact, and feasibility of all Normal 
Changes before approval. 

✅ Assessment Criteria: 

• Security Risks: Does the change introduce security vulnerabilities? 
• Operational Impact: Will the change disrupt critical business functions? 
• Compliance & Legal Risks: Does the change align with regulatory requirements? 
• Testing Requirements: Has the change been tested in a controlled environment? 
• Roll-Back Readiness: Is there a recovery plan in case of failure? 

🔹 CAB Composition: IT Security, System Administrators, Network Engineers, Compliance 
Team, and Business Operations Representatives. 
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Step 3: Change Approval Process 
Change Type Reviewed By Approval Authority 

Standard Change Auto-reviewed No formal approval required 

Normal Change Change Advisory Board (CAB) CAB Approval 
Emergency Change IT Security & Executive Management Expedited Approval 

🔹 Emergency Changes require an accelerated approval process to minimize system 
downtime and security risks. 

 

Step 4: Change Testing & Implementation 

✅ Testing Requirements: 

• All changes must be tested in a staging or development environment before deployment. 
• Changes impacting security settings must be reviewed by the IT Security Team before 

implementation. 
• If the change fails during testing, it must be revised or postponed until it meets quality 

standards. 

✅ Implementation Guidelines: 

• Implement changes during scheduled maintenance windows to reduce business disruption. 
• Assign a change owner to oversee execution and monitor system performance. 
• Use automated deployment tools for system and software changes, if applicable. 

🚨 Emergency Changes: May be implemented immediately, but must be documented and 
reviewed post-implementation. 

 

Step 5: Post-Implementation Review & Documentation 

After a change is deployed: 
✅ Validation Testing ensures the system functions as expected. 
✅ Monitoring & Performance Checks detect unexpected issues. 
✅ User Feedback Collection ensures no negative impact on business processes. 

📄 Post-Change Documentation Includes: 
✅ Final implementation steps and outcomes. 
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✅ Any issues encountered and how they were resolved. 
✅ Lessons learned and recommendations for future improvements. 

🔹 If a failure occurs, the rollback plan is activated, and the system is restored to its pre-
change state. 

 

5. Change Management Roles & Responsibilities 
Role Responsibilities 

Change Requester 
Submits change request with proper justification and risk 
analysis. 

Change Advisory Board (CAB) 
Reviews and approves normal changes based on impact 
assessment. 

IT Security Team 
Ensures changes comply with security policies and risk 
management guidelines. 

System Administrators & Network 
Engineers 

Test and implement changes in production environments. 

Business Operations Team 
Reviews changes that impact end users and business 
processes. 

 

6. Change Documentation & Record-Keeping 

To maintain accountability, GRAVITI ENERGY requires: 
✅ All changes to be logged in the Change Management System (CMS). 
✅ Change Request Forms (CRFs) to be retained for a minimum of 3 years. 
✅ Audit trails to track system modifications and ensure compliance. 

🔹 Regulatory or legal audits may require reviewing past change records. 

 

7. Change Management Monitoring & Auditing 

✅ Quarterly Change Audits: IT Security conducts audits to ensure compliance with change 
management policies. 
✅ Performance Metrics: The following KPIs are tracked: 

• % of changes implemented successfully. 
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• % of changes requiring rollbacks. 
• % of emergency changes vs. planned changes. 
• System downtime resulting from changes. 

🚨 Security Violations: Unapproved or undocumented changes may result in disciplinary 
action, including revocation of system access. 

 

8. Policy Review & Updates 

🔹 This policy is reviewed annually to reflect changes in technology, security risks, and 
business requirements. 
🔹 Updates will be communicated to all employees and IT teams to ensure compliance. 

 

By implementing this Change Management Process, GRAVITI ENERGY ensures: 
✅ Secure and reliable IT system modifications. 
✅ Minimal risk of system downtime, security breaches, and compliance violations. 
✅ Accountability and transparency in all infrastructure and software changes. 

 


